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1 Introduction

NSING's TPM product is provisioned with EK certificates during TPM manufacturing.
NSING manages its own certificate authority (CA) infrastructure to issue TPM EK
certificates.

The TPM EK certificates issued by NSING Intermediate CAs, the Intermediate CA
certificates issued by NSING TPM EK Root CAs.

The EK certificate of the RSA is issued by the intermediate certificate of the RSA and the
root certificate of RSA chain. The EK certificate of the ECC is issued by the intermediate
certificate of the ECC and the root certificate of ECC chain.

The TPM EK certificate is used to prove that a TPM entity is originating from NSING.
The certificate issued by NSING can be used to prove the identity of the platform.

The NSING TPM endorsement key (EK) certificates are provided in X.509 format.

This document applies to the products listed in the following table.

Table 1
I[tems Product
TPM 2.0 NS350 v30
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2 TPM EK certificate Chain

The following tables define the current links between product and Root EK
CAs/intermediate EK CAs.

Table 2 ECC Intermediate EK CAs and certificates

Products | Firmware | CA name File URL

version
NS350 30.30 NSING TPM ECC | https://pki.nsing.com.sg/NSEccEkKCAO01/NS
v30 EK CA 001 EccEkCAQO1.crt or

http://pki.nsing.com.sg/NSEccEKCA001/NSE
ccEkCAQ01.crt

NS350 30.30 NSING TPM ECC | https://pki.nsing.com.sg/NSEccEkCA002/NS
v30 EK CA 002 EccEkCAQQ2.crt or
http://pki.nsing.com.sg/NSEccEkKCA002/NSE
ccEkCA002.crt
Note:

1. ECC intermediate CA signed ECC384 TPM EK certificate, if the ECC384 EK
certificate is included in the product definition
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https://pki.nsing.com.sg/NSEccEkCA001/NSEccEkCA001.crt
https://pki.nsing.com.sg/NSEccEkCA001/NSEccEkCA001.crt
http://pki.nsing.com.sg/NSEccEkCA001/NSEccEkCA001.crt
http://pki.nsing.com.sg/NSEccEkCA001/NSEccEkCA001.crt
https://pki.nsing.com.sg/NSEccEkCA002/NSEccEkCA002.crt
https://pki.nsing.com.sg/NSEccEkCA002/NSEccEkCA002.crt
http://pki.nsing.com.sg/NSEccEkCA002/NSEccEkCA002.crt
http://pki.nsing.com.sg/NSEccEkCA002/NSEccEkCA002.crt
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Table 3 RSA Intermediate EK CAs and certificates

Products | Firmware | CA name File URL

version
NS350 30.30 NSING TPM RSA | https://pki.nsing.com.sg/NSRsaEkCA001/NS
v30 EK CA 001 RsaEkCAQO1.crt or

http://pki.nsing.com.sg/NSRsaEkCA001/NS
RsaEkCAOQO01.crt

NS350 30.30 NSING TPM RSA | https://pki.nsing.com.sg/NSRsaEkCA002/NS
v30 EK CA 002 RsaEkCAQQ2.crt or
http://pki.nsing.com.sg/NSRsaEkCA002/NS
RsaEkCA002.crt
Note:

1. RSA intermediate CA signed RSA2048 TPM EK certificate, if the RSA2048 EK
certificate is included in the product definition

2. RSA intermediate CA signed RSA3072 TPM EK certificate, if the RSA3072 EK
certificate is included in the product definition
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https://pki.nsing.com.sg/NSRsaEkCA001/NSRsaEkCA001.crt
https://pki.nsing.com.sg/NSRsaEkCA001/NSRsaEkCA001.crt
http://pki.nsing.com.sg/NSRsaEkCA001/NSRsaEkCA001.crt
http://pki.nsing.com.sg/NSRsaEkCA001/NSRsaEkCA001.crt
https://pki.nsing.com.sg/NSRsaEkCA002/NSRsaEkCA002.crt
https://pki.nsing.com.sg/NSRsaEkCA002/NSRsaEkCA002.crt
http://pki.nsing.com.sg/NSRsaEkCA002/NSRsaEkCA002.crt
http://pki.nsing.com.sg/NSRsaEkCA002/NSRsaEkCA002.crt
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Table 4 Root EK CAs and certificates

CA name File URL

NSING TPM ECC | https://pki.nsing.com.sg/NSEccRootCA001/NSEccRootCAO001T.crt

ROOT CA 001 or http://pki.nsing.com.sg/NSEccRootCA001/NSEccRootCA001 .crt

NSING TPM RSA | https://pki.nsing.com.sg/NSRsaRootCA001/NSRsaRootCA001.crt

ROOT CA 001 or http://pki.nsing.com.sg/NSRsaRootCA001/NSRsaRootCA001.crt
Note:

1. RSA Root CA signed RSA Intermediate CA
2. ECC Root CA signed ECC Intermediate CA
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https://pki.nsing.com.sg/NSEccRootCA001/NSEccRootCA001.crt
http://pki.nsing.com.sg/NSEccRootCA001/NSEccRootCA001.crt
https://pki.nsing.com.sg/NSRsaRootCA001/NSRsaRootCA001.crt
http://pki.nsing.com.sg/NSRsaRootCA001/NSRsaRootCA001.crt
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IMPORTANT NOTICE

NSING Technologies Pte. Ltd. (‘NSING") can change, modify, enhance and improve its products and/or
this document at any time without notice. It is advisable for purchasers to ensure they have the latest
information about NSING's products before placing orders. When purchasing NSING's products, the
responsibility solely lies on the purchaser to choose, select, and use the products, and NSING assumes
no liability for any such responsibilities. NSING does not grant any license, whether express or implied, to
any intellect property rights. If any purchaser resells NSING's products with provisions that differ from
the information stated in this document, such a resale shall void any warranty granted by NSING for the
product. NSING and the NSING logo are their trademarks, and for more information on NSING's

trademarks, please see www.nsing.com.sg. All other product or service names belong to their respective

owners. The information contained in this document supersedes and replaces the information supplied

in any previous versions of the document.

NSING's Products are intended solely for use in general-purpose electronic equipment and are not
recommended, authorized, or warranted for use in military, aircraft, space, life-saving, or life-sustaining
applications, nor in products or systems where failure or malfunction could result in personal injury,
death, or significant property or environmental damage. NSING's Products that are not specifically
designated as "automotive grade” may be used in automotive applications only at the user’'s own risk.
Overall, it is important to use NSING's Products only in the manner specified in the product
documentation and as explicitly approved by an authorized NSING's representative in writing.

© 2024 NSING Technologies Pte. Ltd. - All rights reserved

Technical note 8 Revision 1.0


http://www.nsing.com.sg/

